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Towards Channels |

@ So far, we have been talking about compression. l.e., we have some
source p(x) with information H(X) (the limits of compression) and
the goal is to compress it down to H bits per source symbol in a
representation Y.

@ In some sense, the compressed representation has a " capacity” which
is the total amount of bits that can be represented. l.e., with n bits,
we can obviously represent no more than n bits of information.

@ Compression can be seen as a process where we want to fully utilize
the capacity in the compressed representation, i.e., if we have n bits
of code word, we ideally (i.e., in an perfect compression scheme)
would like there to be no less than n bits of information being
represented. Recall efficiency: H(X) = E(¢).

@ We now want to transmit information over a channel.
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Towards Channels [l

e From Claude Shannon:
The fundamental problem
of communication is that
of reproducing at one
point either exactly or
approximately a message
selected at another point.
Frequently the messages
have meaning . . . [which
is irrelevant to the
engineering problem

@ Is there a limit to the rate of communication over a channel?

@ If the channel is noisy, can we achieve (essentially) perfect error-free
transmission at a reasonable rate?
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The 1930s America

Stock-market crash of 1929

@ The great depression

From Wikipedia

@ Terrible conditions in textile and
mining industries

o deflated crop prices, soil
depletion, farm mechanization

@ The rise of fascism and the Nazi
state in Europe.

@ Analog radio, and urgent need
for secure, precise, and efficient
communications

@ Radio communication, noise
always in data transmission
(except for Morse code, which is
slow).
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Radio Communications |

@ Place yourself back in the 1930s.

@ Analog communication model of the 1930s.

:I)’ Noisy ‘((

Channel

Person A Person B

@ Q: Can we achieve perfect communication with an imperfect
communication channel?

@ Q: Is there an upper bound on the information capable of being sent
under different noise conditions?
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Radio Communications I

@ Key: If we increase the transmission rate over a noisy channel will the
error rate increase?

@ Perhaps the only way to achieve error free communication is to have a
rate of zero.

@ The error profile we might expect to see is the following:

Fe

@ Here, probability of error P, goes up linearly with the rate R, with an
intercept at zero.

@ This was the prevailing wisdom at the time. Shannon was critical in
changing that.

Radu T. Trimbitas (UBB) Channel Capacity November 2012 8 /132



Simple Example

o Consider representing a signal by a sequence of numbers.

@ We now know that any signal (either inherently discrete or
continuous, under the right conditions) can be perfectly represented
(or at least arbitrarily well) by a sequence of discrete numbers, and
they can even be binary digits.

@ Now consider speaking such a sequence over a noisy AM channel.

@ Very possible one number will be masked by noise.

@ In such case, each number we repeat k times, where k is sufficiently
large to ensure we can "decode” the original sequence with very small
probability of error.

@ Rate of this code decreases but we can communicate reliably even if
the channel is very noisy.

@ Compare this idea to the figure on the following page.
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@ If we choose the messages carefully at the sender, then with very high
probability, they will be uniquely identifiable at the receiver.

@ The idea is that we choose the source messages that (tend to) not
have any ambiguity (or have any overlap) at the receiver end. l.e.,

N f]
e s
III II

Source Messages T —_— Received Messages

@ This might restrict our possible set of source messages (in some cases
severely, and thereby decrease our rate R), but if any message
received in a region corresponds to only one source message,
"perfect” communication can be achieved.
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Discrete Channels

Definition 1

A discrete channel is a system consisting of an input alphabet X, an
output alphabet ), and a distribution (probability transition matrix)
p(y|x) which is the probability of observing output symbol y given that
we send the symbol x. A discrete channel is memoryless if the probability
distribution of y;, the output at time t, depends only on the input x; and
is independent of all previous inputs xi.;_1.

@ We will see many instances of discrete memoryless channels (or just
DMC).

@ Recall back from lecture 1 our general model of communications:

noise

channel

channel
encoder
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Model of Communication

@ Source message W, one of M messages.
@ Encoder transforms this into a length-n string of source symbols X"

@ Noisy channel distorts this message into a length-n string of receiver
symbols Y.

@ Decoder attempts to reconstruct original message as best as possible,
comes up with W, one of M possible sent messages.

noise p(y|z)

receiver

Wr Xn Yﬁ HI
n=1logM bits nlog|X|bits  nlog|Y| bits
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Rates and Capacities |

@ So we have a source X governed by p(x) and channel that transforms
X symbols to Y symbols and which is governed by the conditional
distribution p(y|x)

@ These two items p(x) and p(y|x) are sufficient to compute the
mutual information between X and Y. That is, we compute

10X Y) =1, = Celplyix)leg T

p(x 9

B Olo p(y|x)
= LpLIplyIx)log ot r @

o We write this as /(X; Y) = I, (X; Y), meaning implicitly the Ml
quantity is a function of the entire distribution p(x), for a given fixed
channel p(y|x).
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Rates and Capacities |l

e We will often be optimizing over the input distribution p(x) for a
given fixed channel p(y|x).

Definition 2 (Information flow)

The rate of information flow through a channel is given by /(X;Y), the
mutual information between X and Y, in units of bits per channel use.

Definition 3 (Capacity)

The information capacity of a channel is the maximum information flow

C = max/(X;Y), (3)
p(x)

where the maximum is taken over all possible input distributions p(x).
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Rates and Capacities IlI

Definition 4 (Rate)

The rate R of a code is measured in the number of bits per channel use.

@ We shall soon give an operational definition of channel capacity as
the highest rate in bits per channel use at which information can be
sent with arbitrarily low probability of error.

@ Shannon's second theorem establishes that the information channel
capacity is equal to the operational channel capacity.

@ There is a duality between the problems of data compression and data
transmission.

e During compression, we remove all the redundancy in the data to form
the most compressed version possible

e During data transmission, we add redundancy in a controlled fashion to
combat errors in the channel.
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Rates and Capacities IV

@ We show that a general communication system can be broken into
two parts and that the problems of data compression and data
transmission can be considered separately.
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Fundamental Limits of Compression

@ For compression, if error exponent is positive, then error — 0
exponentially fast as block length — 1. Note, P, ~ e "E(R),

@ That is,

Error
Exponent

E(R)

@ Only hope of reducing error was if R > H. Something " funny”
happens at the entropy rate of the source distribution. Can’t
compress below this without incurring error.
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Fundamental Limits of Data Transmission/Communication

@ For communication, lower bound on probability of error becomes
bounded away from 0 as the rate of the code R goes above a

fundamental quantity C. Note, P, ~ e "E(R).
@ That is,
log F.
0 S Error
— Exponent
E(R)
E R 0 f_!.“ R—

@ only possible way to get low error is if R < C. Something funny
happens at the point C, the capacity of the channel.

@ Note that C is not 0, so can still achieve " perfect” communication
over a noisy channel as long as R < C.
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Noiseless Binary Channel

o Noiseless binary channel, diagram shows p(y|x)

0—>» 0

@ So, p(ly=0/x=0)=1=1—p(y =1|x=0) and
p(ly =1/x=1)=1=1—p(y = 0|x = 1), so channel is just an
input copy.

@ One bit sent at a time is received without error, so capacity should be
1 bit (intuitively, we can reliably send one bit per channel usage).

e /(X;Y)=H(X)—H(X|Y)=H(X) in this case, so
C = maxp(x) /(X; Y) = maxp(x) H(X) =1.

e Clearly, p(0) = p(1) = 1/2 achieves this capacity.

e Also, p(0) =1=1—p(1) has I(X; Y) =0, so achieves zero
information flow.
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Noisy Channel with non-overlapping outputs

e Here, p(y =0|x=0) =p(y =1|x =

_ 0)=1/2and p(y =2|y=1) =
This channel has 2 ply =3]x=1) =1/2.

possible outputs
corresponding to each of
the 2 inputs. The

@ If we receive a 0 or 1, we know 0 was
sent. If we receive a 2 or 3, a 1 was

channel appears to be sent.
noisy, but really is not. @ Thus, C = 1 since only two possible
- 0 error free messages.
0< @ Same argument applies
1
X Y I(X;Y) = H(X) = H(Y|X) = H(X)

% 2 ——r
1 % =0
3 @ Again uniform distribution

p(0) = p(1) = 1/2 achieves the
capacity.
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Permutation Channel

e Here, p(Y =1|X =0) =

0 0 p(Y = 0X =1) =1
X Y @ So output is a binary
1 1 permutation (swap) of input.

@ Thus, C = 1; no information
lost.
@ In general, for alphabet of size k = |X'| = |)/|, let be a permutation,
so that Y = o(X).
@ Then C = log k.
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Asside: on the optimization to compute the value C

e To maximize a given function f(x), it is sufficient to show that
f(x) < a for all x, and then find an x* such that f(x*) = a.

@ We'll be doing this over the next few slides when we want to compute
C = maxy(x) [(X; Y) for fixed p(y|x).

@ The solution p*(x) that we find that achieves this maximum won't
necessarily be unique.

e Also, the solution p*(x) that we find won't necessarily be the one
that we end up, say, using when we wish to do channel coding.

@ Right now C is just the result of a given optimization.

o We'll see that C, as computed, is also the critical point for being able
to channel code with vanishingly small error probability.

@ The resulting p*(x) that we obtain as part of the optimization in
order to compute C won't necessarily be the one that we use for
actual coding (example forthcoming).
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Noisy channel Noiseless subset of inputs

Figure: Noisy Typewriter, C = log 13 bits
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Noisy Typewriter |

In this case the channel input is either received unchanged at the
output with probability 1/2 or is transformed into the next letter with
probability 1/2 (Figure 1).

So 26 input symbols, and each symbol maps probabilistically to itself
or its lexicographic neighbor.

le., p(A— A) = p(A— B) =1/2, etc.

Each symbol always has some chance of error, so how can we
communicate without error?

Choose subset of symbols that can be uniquely disambiguated on
receiver side. Choose every other source symbol, A, C, E, etc.

Thus A— {A; B}, C — {C; D}, E — {E; F}, etc. so that each
received symbols has only one unique source symbol.

Capacity C = log 13
Q: what happens to C when probabilities are not all 1/27
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Noisy Typewriter |l

@ We can also compute the capacity more mathematically.

@ For example:

C =max/(X;Y) =max(H(X) — H(Y|X)
p(x) p(x)

= m(a3<H(Y) -1 / /for X = x 3 2 choices
p(x

= log26 — 1 = log 13

® The max,(,) H(Y) = log 26 can be achieved by using the uniform
distribution for p(x), for which when we choose any x symbol, there
is equal likelihood of two Y's being received.

@ An alternatively p(x) would put zero probability on the alternates (B,
D, F, etc.). In this case, we still have H(Y) = log 26

@ So the capacity is the same in each case (3 two p(x) that achieved
this) but only one is what we would use, say, for error free coding.
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Binary Symmetric Channel (BSC) |

oLt—P o A bit that is sent will be flipped with
p probability p.
X Y S B
P o p(Y=1X=0)=p=1—p(Y =
P 0[X=0). p(Y=0|X=1)=p=
= p(Y = 1|X =1).

@ BSC is the simplest model of channel with errors, yet it captures most
of the complexity of the general problem

@ Q: can we still achieve reliable (" guaranteed” error free)
communication with this channel? A: Yes, if p < 1/2 and if we do
not ask for too high a transmission rate (which would be R > C),
then we can. Actually, any p # 1/2 is sufficient.

@ Intuition: think about AEP and/or block coding.
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Binary Symmetric Channel (BSC) I

@ But how to compute C, the capacity?

/wﬂq—mw WM — Y pl)H (Y|X = x)
— 2 p() ( ) - ()<1—MM-
@ When is H(Y) = 17 Note that

P(Y=1)=P(Y=1X=1)P(X =1)

+P(Y =1|X = 0)P(X = 0)
=(1-p)P(X=1)+pP(X =1)
=P(X=1)

@ So H(Y)=1if HX) =
@ Thus, we get that C = 1 — H(p) which happens when X is uniform.

o If p=1/2then C =0, so if it randomly flips bits, then no
information can be sent.
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Binary Symmetric Channel (BSC) I

e If p #£ 1/2, then we can communicate, albeit potentially slowly. E.g.,
if p = 0.499 then C = 2.8854 x 107° bits per channel use. So to
send one bit, need to use the channel quite a bit.

o If p=0or p=1, then C =1 and we can get maximum possible rate
(i.e., the capacity is one bit per channel use).

November 2012 28 /132
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@ Lets temporarily look ahead to address this problem.

@ We can "decode” the source using the received string, source
distribution, and the channel model p(y|x) via Bayes rule. l.e.
YIX)P(X) _ P(Y[X)P(X)
P(Y) Y P(YIX =X )Pr(X = X)

p(x|y) = 7

o If we get a particular y, we can compute p(x|y) and make a decision
based on that. l.e., X = argmax,p(x|y).

@ This is optimal decoding in that it minimizes the error.

@ Error if x #X, and P(error) = P(x # X).

@ This is minimal if we chose argmax,p(x|y) since the error 1 — P(X|y)
is minimal.
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Minimum Error Decoding

o Note: Computing quantities such as P(x|y) is a task of probabilistic
inference.

@ Often this problem is difficult (NP-hard). This means that doing
minimum error decoding might very well be exponentially expensive
(unless P = NP).

@ Many real world codes are such that computing the exact
computation must be approximated (i.e., no known fast algorithm for
minimum error or maximum likelihood decoding).

@ Instead we do approximate inference algorithms (e.g., loopy belief
propagation, message passing, etc.). These algorithms tend still to
work very well in practice (achieve close to the capacity C).

@ But before doing that, we need first to study more channels and the
theoretical properties of the capacity C.
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Binary Erasure Channel |

@ e is an erasure symbol, if that happens
1l — o ,
0 we don't have access to the
transmitted bit.
Y @ The probability of dropping a bit is
then a.

@ We want to compute capacity.
Obviously, C =1 if a = 0.

C=max/(X,Y)=max(H(Y)—H(X|Y))

p(x) p(x)
=maxH(Y) — H(a).
p(x)

@ So while H(Y) < log3, we want actual value of the capacity.
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Binary Erasure Channel Il

o let E={Y =e}. Then
H(Y) = H(Y,E) = H(E) + H(Y|E).
@ Let 1= P(X =1). Then
if Y=0 fy_e fY=1
——T— A, —
HY)=H|(1-m)(1—a), a ", 1(l—un)
= H(a) + (1 —a)H(m).
@ This last equality follows since H(E) = H(a), and

H(YIE)=H(Y|Y =e)+(1—a)H(Y|Y #e) =a-0+ (1 —a)H(m).
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Binary Erasure Channel Il

@ Then we get

C=maxH(Y)— H(a)
p(x)

= mgx((l —a) H(m) + H(w)) — H(a)
= m;x(l—(x) H(m)=1—-uw

@ Best capacity when 1=1/2=P(X =1) = P(X =0).

@ This makes sense, loose a% of the bits of original capacity.
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Symmetric Channels |

A channel is symmetric if rows of the channel transition matrix p(y|x) are
permutations of each other, and columns of this matrix are permutations
of each other. A channel is weakly symmetric if every row of the transition
matrix p(.|x) is a permutation of every other row, and all column sums

Y p(y|x) are equal.

Theorem 6

For a weakly symmetric channel,
C =log|Y| — H(r) (4)

where r is the row of transition matrix. This is achieved by a uniform
distribution on the input alphabet.
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Symmetric Channels Il

I(X;Y) = H(Y) = H(Y|X) = H(Y) = H(r) < log | Y| — H(r)  (5)

with equality if the output distribution is uniform. But p(x) =1/ |X|
achieves a uniform distribution on Y, as seen from

1 1 1
p(y) =Y p(ylx)p(x) = ] Y plylx) = ] = T (6)

xeX

where ¢ is the sum of the entries in one column of the transition
matrix. L]
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Symmetric Channels Il

Example 7

The channel with transition matrix

03 02 05
p(ylx)=| 05 03 0.2
02 05 03

is symmetric. Its capacity is
C = log3 — H(0.5,0.2,0.3) =8.8818 x 10~ 16.

Example 8

Y =X+Z (mod c), where ¥ = Z={0,1,...,c—1}, and X and Z
are independent.

Radu T. Trimbitas (UBB) Channel Capacity November 2012 36 /132



Symmetric Channels IV

The channel with transition matrix

plylx) =

1

WIRW|—=
N| O =

is weakly symmetric, but not symmetric.

OV N

Example 9
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Properties of Channel Capacity

@ C >0since I(X;Y) >0.

@ C <log|X|since C = max,(,) [(X;Y) < maxH(X) = log | X].

© C <log|)Y)| for the same reason. Thus, the alphabet sizes limit the
transmission rate.

Q@ /(X;Y) = I, (X; Y) is a continuous function of p(x).

@ /(X;Y) is a concave function of p(x) for fixed p(y|x).

Q Thus, //\p1+(1—/\)pz(X; Y)> My (X;Y)+ (1= A) (X Y).
Interestingly, since concave, this makes computing something like the
capacity easier. l.e., a local maximum is a global maximum, and

computing the capacity for a general channel model is a convex
optimization procedure.

@ Recall also, /(X;Y) is a convex function of p(y|x) for fixed p(x).
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Shannon’s 2nd Theorem |

@ One of the most important theorems of the last century.
@ We'll see it in various forms, but we state it here somewhat informally
to start acquiring intuition.

Theorem 10 (Shannon's 2nd Theorem)
C is the maximum number of bits (on average, per channel use) that we
can transmit over a channel reliably.

@ Here, "reliably” means with vanishingly small and exponentially
decreasing probability of error as the block length gets longer. We
can easily make this probability essentially zero.

o Conversely, if we try to push > C bits through the channel, error

quickly goes to 1.
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Shannon’s 2nd Theorem Il

@ Intuition of this we've already seen in the noisy typewriter and the
region partitioning.
@ Slightly more precisely, this is a sort of bin packing problem.

@ We've got a region of possible codewords, and we pack as many
smaller non-overlapping bins into the region as possible.

@ The smaller bins correspond to the noise in the channel, and the
packing problem depends on the underlying "shape”

@ Not really a partition, since there might be wasted space, also
depending on the bin and region shapes.
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Shannon’s 2nd Theorem IlI

@ Intuitive idea: use typicality argument.

o There are &~ 2"™(X) typical sequences, each with probability 2~ "H(X)
and with p(Agn)) ~ 1, so the only thing with "any" probability is the
typical set and it has all the probability.

@ The same thing is true for conditional entropy.

@ That is, for a typical input X, there are 2nH(Y|X)

@ Overall, there are 2nH(Y)
onH(Y) > onH(Y[X)

output sequences.

typical output sequences, and we know that
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Shannon’s 2nd Theorem: Intuition |

@ Goal: find a non-confusable subset of the inputs that produce disjoint
output sequences (as in picture).

o There are = 2™(Y) (typical) outputs (i.e., the marginally typical Y
sequences).

o There are 2"M(YIX) (X-conditionally typical Y sequences) outputs. =
the average possible number of outputs for a possible input, so this
many could be confused with each other. l.e., on average, for a given

X = x, this is approximately how many outputs there might be.

@ So the number of non-confusable inputs is

o 2 oY) HYIX)) _ pml(xi) ’
= onH(Y|X) — B v
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Shannon’s 2nd Theorem: Intuition Il

@ Note, in non-ideal case, there could be overlap of the typical
Y-given-X sequences, but the best we can do (in terms of
maximizing the number of non-confusable inputs) is when there is no
overlap on the output. This is assumed in the above.

@ We can view the number of non-confusable inputs (7) as a volume.
27H(Y) is the total number of possible slots, while 2nH(YIX) s the
number of slots taken up (on average) for a given source word. Thus,
the number of source words that can be used is the ratio.

~. onH (Y |X)
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Shannon’'s 2nd Theorem: Intuition IlI

@ To maximize the number of non-confusable inputs (7), for a fixed
channel p(y|x), we find the best p(x) which gives I(X;Y) = C,
which is the log of the maximum number of inputs possible to use.

@ This is the capacity.
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Definitions |

noise p(y|z)

—
Wr Xn Yﬂ ﬁf
n=1logM bits nlog|X|bits  nlog|V| bits

Definitions 11

Message W € {1, ..., M} requiring log M bits per message.

Signal sent through channel X"(W), a random codeword.
Received signal from channel Y ~ p(y"|x")

°
°

e Decoding via guess W = g(Y").

@ Discrete memoryless channel (DMC) (X; p(y|x); V)
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Definitions Il

Definitions 12

@ n-th extension to channel is (X"; p(y"|x"); V"), where

p (yk\xk,yk_l) = p(xk|yx)

@ Feedback if x; can use both previous inputs and outputs.

o No feedback if p(xk|x1:k—1;V1:k—1) = P(Xk|x1:k—1). We'll analyze
feedback a bit later.

Remark. If the channel is used without feedback, the channel transition
function reduces to

p(y"[x") HP yilxi). (8)
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(M,n) code

Definition 13 ((M, n) code)
An (M, n) code for channel (X; p(y|x); V) is
Q Anindexset {1,2,..., M} .

@ An encoding function X" : {1,2,..., M} — X" yielding codewords
X"(1), X"(2), X"(3), ... , X"(M). Each source message has a
codeword, and each codeword is n code symbols.

© Decoding function, i.e., g : V" — {1,2,..., M} which makes a
"guess” about original message given channel output.

.

Remark. In an (M, n) code, M = the number of possible messages to be
sent, and n = number of channel uses by the codewords of the code.
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Definition 14 (Probability of Error A; for message i € {1,..., M})

Ai = P (g(Y") #i|X" = x"(i)) = an Yx"(N) (g (y™) #i) (9)

I(-) is the indicator function; the conditional probability of error given that
index i was sent.

Definition 15 (Max probability of Error A(") for (M, n) code)

A= max A (10)
ie{1,2,...M}
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Definition 16 (Average probability of error Pg"

where Z is a r.v. with probab|||ty P(Z = i) ~ U(M) (discrete uniform)

M

P = E(I(Z # g(Y"))) =  P((Y") £ ilX" = X() (i)

1=

where p(i) = =

Remark. A key Shannon's result is that a small average probability of
error means we must have a small maximum probability of error!
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Definition 17

The rate R of an (M, n) code is

__logM

R bits per transmission

| :
§

Definition 18
A rate R is achievable if there exists a sequence of ((Z”RW , n) codes such

that A(W — 0 as n — oo.

A\

Remark. To simplify the notation we write (2%, n) instead ([2"R], n).
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Capacity

Definition 19
The capacity of a channel is the supremum of all achievable rates.

@ So the capacity of a DMC is the rate beyond which the error won't
tend to zero with increasing n.

@ Note: this is a different notion of capacity that we encountered before.
o Before we defined C = max,, (X, Y).
@ Here we are defining something called the "capacity of a DMC".

@ We have not yet compared the two (but of course we will ).
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Jointly Typical Sequences

Definition 20

The set of jointly typical sequences with respect to the distribution p(x, y)
is defined by
Alm = {(x",y") e X" x Y":
1
—nlogp(x”)—H(X)‘ <e (11)
1 n
~2logply") — H(Y) | < (12)
1
—Elogp(x”,y”)—H(X, Y)‘ <£}, (13)
where .,
p(x"y") =T T p(xi.y). (14)
i=1

v
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Jointly Typical Sequences

set of all jointly
typical pairs of
sequences 2™

set of all pairs
of marginally
typical

sequences

&
3
mH(X)

»ee onH(Y)
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Intuition for Jointly Typical Sequences

@ So intuitively,

num. jointly typical segs. 2nH(X.Y)

num ind. chosen typical seqgs. = 2nH(X)QnH(Y)
— on(H(X,Y)=H(X)=H(Y))

— p-nl(X,Y)

@ So if we independently at random choose two (singly) typical
sequences for X and Y, then the chance that it will be an (X, Y)
jointly typical sequence decreases exponentially with n, as long as
I(X,Y) >0.

@ to decrease this chance as much as possible, it can become 2—nC,

Radu T. Trimbitas (UBB) Channel Capacity November 2012 54 /132



Theorem 21 (Joint AEP)
Let (X", Y™) ~ p(x",y") =T1/—1 p(x;, yi) i.i.d. Then:

oFr ((X", Y") e Ag">) —> 1 as n — 0.

< on(H(X,Y)+e)

[2) (1 _8)2n(H(X,Y)7£) < AE”)

Q If (X", Y") ~ p(x")p(y"), are drawn independently, then
P (X7, ¥7) € A < omrlixiv)=30), (15)

Also, for sufficiently large n,

p <()~<,,, T/") c Agn)> > (1—¢) 2= n(I(X;Y)+3¢) (16)

v

Key property: we have bound on the probability of independently drawn
sequences being jointly typical, falls off exponentially fast with n, if
I(X;Y)>0.
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Joint AEP proof

Proof of P ((x", Y") € Aé”)> 1.

@ We have, by the w.l.l.ns,
1
—;IogP(X")—)—E(IogP(X)):H(X) (17)
so Ve > 0 dm; such that for n > m;

p _%k,g P(X") —H(X)| > ¢ | < 5 (18)

N\

S1

@ So, S1 is a non-typical event.

“ 4
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Joint AEP proof

Proof of P ((x", Y") e Ag">) 1

@ Also dmy, m3 such that Vn > my we have

P ‘—,17|ogP(Y”)—H(Y)‘>8 <3 (19)

S

and Vn > m3 we have

1
P ‘—nlog P(X" Y™ — H(X, Y)‘ e < % (20)

S3

@ So all events S, S and S5 are non-typical events.
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Joint AEP proof

Proof of P ((x", Y") e Aﬁ”)) 1.
e For n > max(my, ma, m3), we have that

P(51U52U53) < 3¢/3

@ So, non-typicality has probability < & , meaning P(Ag")) < ¢ giving

P(Ag")) > 1—¢, as desired.
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Joint AEP proof

o Also, P (Aﬁ’”) >1—¢

1—¢e< Z

(X",y”)GAE")

— |Al"

p(x", y") < | AL

2 (1 _ 8)2n(H(X,Y)—£)

o—n(H(X,Y)—e)

S

Radu T. Trimbitas (UBB)

Channel Capacity

November 2012

59 / 132



Joint AEP proof

Proof of two indep. sequences are likely not jointly typical.

We have the following two derivations:

P(X"¥Y)) = X p(x"py")
(X",y")GAén)
< on(H(X,Y)+e)g—n(H(X)—¢)5—n(H(Y)—¢)
— o—n(I(X;Y)=3¢)
P (()?nv ?n)) > (1 _ S)2n(H(X,Y)fe)2fn(H(X)+€)27n(H(Y)+8)

_ (1 _ 8)27n(I(X;Y)+3s)_
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More Intuition |

o There are ~ 2"1(X) typical X sequences
o There are ~ 2"™(Y) typical Y sequences.

@ The total number of independent typical pairs is ~ 2nH(X)onH(Y) byt
not all of them are jointly typical. Rather only &~ 2"H(X:Y) of them
are jointly typical.

@ The fraction of independent typical sequences that are jointly typical
S onH(X,Y)

— on(H(X.Y)=H(X)=H(Y)) _ p—nl(X,Y)
onH(X)onH(Y)
and this is essentially the probability that a randomly chosen pair of

(marginally) typical sequences is jointly typical.

@ So if we use typicality to decode (which we will) then there are about
20 (X:Y) pairs of sequences before we start using pairs that will be
jointly typical and chosen randomly.
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More Intuition I

e Ex: if p(x) = 1/M then we can choose about M samples before we
see a given x, on average.
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Channel Coding Theorem (Shannon 1948[2])

@ The basic idea is to use joint typicality.

@ Given a received codeword y”, find an x" that is jointly typical with
n

yn.

@ This x” will occur jointly with y” with probability 1, for large enough
n.

@ Also, the probability that some other x™ is jointly typical with y" is
about 2~ (X:Y),

@ so if we use < 2n/(X;Y') codewords, then some other sequence being
jointly typical will occur with vanishingly small probability for large n.
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Channel Coding Theorem (Shannon 1948): more formally

Theorem 22 (Channel coding theorem)

For a discrete memoryless channel, all rates below capacity C are
achievable. Specifically, for every rate R < C, there exists a sequence of
(2"R, n) codes with maximum probability of error A(") — 0 as n — oco.

Conversely, any (2"R, n) sequence of codes with A{") — 0 as n — co must
have that R < C.

v
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Channel Theorem |

@ Implications: as long as we do not code above capacity we can, for all
intents and purposes, code with zero error.

@ This is true for all noisy channels representable under this model.
We're talking about discrete channels now, but we generalize this to
continuous channels in the coming lectures.

@ We could look at error for a particular code and bound its errors.

@ Instead, we look at the average probability of errors of all codes
generated randomly.

@ We then prove that this average error is small.
@ This implies 3 many good codes to make the average small.

@ To show that the maximum probability of error also small, we throw
away the worst 50% of the codes.

@ Recall: idea is, for a given channel (X, p(y|x), Y) come up with a
(27R. n) code of rate R which means we need:
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Channel Theorem Il

Q Index set {1,..., M}
@ Encoder: X" :{1,...,M} — X" maps to codewords X" (/)
© Decoder: g: V" — {1,..., M} .

@ Two parts to prove: 1) all rates R < C are achievable (exists a code
with vanishing error). Conversely, 2) if the error goes to zero, then
must have R < C.
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All rates R < C are achievable

Proof that all rates R < C are achievable.

e Given R < C, assume use of p(x) and generate 2% random
codewords using p(x") = [T/, p(xi).

@ Choose p(x) arbitrarily for now, and then change it later to get C.
@ set of random codewords (the codebook) can be seen as a matrix:
x1(1) x(1) - xp(1)
c=| L (21)
X1 (2nR) X0 (2nR) oo 5 (2nR)
@ So, there are 2"R codes each of length n generated via p(x).
@ To send any message w € {1, 2,....M= 2“R}, we send codeword
x1:n(w) = {x1(w), x2(w), ..., xp(w)} .

ol
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All rates R < C are achievable

Proof that all rates R < C are achievable.

@ Can compute probabilities of a given codeword for w ...

P(x"(w)) = ljp(x;(w)), we{l2... M}.

@ . . . or even the entire codebook:
2"k p
P(C)=TTIIr(xi(w)) (22)
w=1j=1
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All rates R < C are achievable

Proof that all rates R < C are achievable.

Consider the following encoding/decoding scheme:

@ Generate a random codebook as above according to p(x)
@ Codebook known to both sender/receiver (who also knows p(y|x)).

© Generate messages W according to the uniform distribution (we'll see
why shortly), P(W = w) =27"F forw =1,...,2"R

© Send X"(w) over the channel.

© Receiver receives Y according to distribution
Y" ~ P (y"|x"(w Hp (yilxi (w)) . (23)

@ The signal is decoded using typical set decoding (to be described).

.
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All rates R < C are achievable

Proof that all rates R < C are achievable.
Typical set decoding: Decode message as w if

Q@ (x"(@),y") is jointly typical

@ 7 k such that (x"(k),y") € Ag") (i.e., @ is unique)
Otherwise output special invalid integer " 0" (error). Three types of errors
might occur (type A, B, or C).

A. Jk # @ such that. (x"(k),y") € Al (i.e., > 1 possible typical

message).
B. no @ s.t. (x"(@),y") is jointly typical.
C. if @ # w, i.e., wrong codeword is jointly typical.

Note: maximum likelihood decoding is optimal, but typical set decoding is
not, but this will be good enough to show the result.

v
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All rates R < C are achievable

Proof that all rates R < C are achievable.

three types of quality measures we might be interested in.

@ Code specific error

2nR

PIM(C) = P(& # w|C) = 2nR ZA
where

Ai=P(g(y") # ilX" = x"(i)) = anp (y"|x"(0) I(g(y") # i)

but we would like something easier to analyze.

@ Average error over all randomly generated codes (avg. of avg.)

- ;Pr(C)Pr(W + W|C) = ;P(C)Pe(c)
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All rates R < C are achievable

Proof that all rates R < C are achievable.

three types of quality measures we might be interested in.

3. Max error of the code, ultimately what we want to use

Pemax(C) = max A;

We want to show that if R < C, then exists a codebook C s.t. this
error — 0 (and that if R > C error must — 1).

Our method is to:

@ Expand average error (bullet 2 above) and show that it is small.
@ deduce that 3 at least one code with small error

© show that this can be modified to have small maximum probability of
error.

"
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All rates R < C are achievable

Proof that all rates R < C are achievable.

2nR

PE) = LPOPC) = LPCze L@ @1
2nR
= o 1, L PO (€) (25)
w=1 C

but
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All rates R < C are achievable

Proof that all rates R < C are achievable.

P(C)Aw(C)
= 21;[ P(x"(i)) H(Z) P(g(Y") # w|X" = x"(w)) P (x"(w))

=4

1

= ). P(g(Y") # w|X" = x"(w)) P (x"(w))

x"(w)
= T Ple() A1X =X (0) P (1) = EPOM (€)= B

Last sum is the same regardless of w, call it B. Thus, we can can
arbitrarily assume that w = 1.

Radu T. Trimbitas (UBB) Channel Capacity November 2012 74 /132



All rates R < C are achievable

Proof that all rates R < C are achievable.

So error is equal to:

prob. of choosing x; for w and
not choosing y;

+prob. of choosing x, for w
and not choosing y»

4 possible codewords

+...
Th th ibl iations betw EO
4w and oneof the codawords. Considering al this is just the same for all
associations, we have the same average error .
for each L. Thus, we just choosa Ww=1. w 6 {1, 0o o M} SO we may Just
pick w =1
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All rates R < C are achievable

Proof that all rates R < C are achievable.

So we get

2nR

P(E) = PP (€)= 535 L = LPOM() = PEIW =1

@ Next, define the random events (again considering w = 1):
E = {(X”(i), Y") e AE”)}, ie {1,2,...,2”R}.

@ Assume that input is x"(1) (i.e., first message sent).

@ Then the no error event is the same as: E _
N(EbUEsU---UEy) =E N(E2NEsN---NEpy).

.
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All rates R < C are achievable

Proof that all rates R < C are achievable.

Various flavors of error

@ E; means that the transmitted and received codeword are not jointly
typical (this is error type B from before).

o EbUE3U---UEyr. This is either:

e Type C: wrong codeword is jointly typical with received sequence
o Type A: greater than 1 codeword is jointly typical with received
sequence

so this is type C and A both.
Our goal is to bound the probability of error, but lets look at some figures
first.
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All rates R < C are achievable

Proof that all rates R < C are achievable.

set of all jointly
typical pairs of
sequences 2"FXY)

set of all pairs

of marginally
tipical

sequences

@
n| ||z
X B

oo 0 2mH(Y|X)
L L
onH(Y)

o0

yr
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All rates R < C are achievable

Proof that all rates R < C are achievable.

Vertical axis is

eee

lexicographic |1‘(1) o0 0 |
order of possible LN
codewords e e

Dots are the
Jaintly typical
saquences

Subset selection of
the 2"% random
Am codewords

(chosen by the
random  selection

procedure) for i =
1,2,...,M. Here,
WE_M =4

onH(Y)
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All rates R < C are achievable

Ll P PO Tl
S0% . “ﬂ\l’\% &‘a\n% &‘amﬁ
g\“\ ' gk‘“ 2 l Y
see
(XX
[=(1) [0
[=(3) XX
ee e
see
xn ses
elo e
¢ | (4) [ (K. |
ee e
slo e
s e
[=(2) X ]
[N ]
o0 e
alw(@)) =0  oly(d) =4 alu(B)=4 a(w(e)) =0
yia) notjointly  yid) should not (b isjointly Yl isjointly
typicalwithany ~ bejointly typicalonly typical with
of the sent typical withx(4)  with x(4),s0 both (1) and
codewords. butitis.Wrong  noerror xi3), so
Ermor type B Jointly typical Error typa A
sequence
Ef Er:”mgc. E,2UEzU...
EaUEsU. ..
-
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All rates R < C are achievable

Proof that all rates R < C are achievable.

Goal: bound the probability of error:

PEIW=1)=P(E1UERUEU...)
2nR
< P(E1)+)_ P(E)
i=2

We have that
P(E)) =P <A§”)> —0  (n— o)

So, Ve > 0dng such that

P(El) <eg Vn> ng

.
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All rates R < C are achievable

Proof that all rates R < C are achievable.

@ Also, because of random code generation process (and recall, w = 1),
X"(1) and X"(i) i.r.v., hence X" (i) and Y" i.r.v for j # 1

e This gives, for i # 1,

P (Xn(l), Yn) c Ag”) S 2—n(I(X;Y)—3€)

indep. events

by the joint AEP.
@ This will allow us to bound the error, as long as /(X; Y) > 3e.
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All rates R < C are achievable

Proof that all rates R < C are achievable.

Consequently,

P(E) = PEIW =1) < P (Ey|W =1) +2iP(E,-|W —1)
i=2
2nR

e+ Z 2—n(I(X;Y)—3£)
i=2

=&+ (2”R = 1) 2—n(I(X;Y)=3¢)
< g + 23nep—n(I(X:Y)=R)
— g 4 2 nlI(X;Y)=3¢)=R]

< 2¢

IA

The last statement is true only if /(X;Y)—3> R.

v
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All rates R < C are achievable

Proof that all rates R < C are achievable.

@ So if we chose R < I(X;Y) (strictly), we can find an € and n so that
the average probability of error P(€) < 2¢, can be made as small as
we want.

@ But, we need to get from an average to a max probability of error,
and bound that.

o First, choose p(x) = argmax,(,)/(X; Y) rather than uniform p(x), to
change the condition from R < /(X;Y) to R < C. Thus, this gives
us higher rate limit.

o If P(E) < 2¢, the bound on the average error is small, so there must
exist some specific code, say C* s.t.

P (C*) < 2e.

.
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All rates R < C are achievable

Proof that all rates R < C are achievable.

@ Lets break apart this error probability.

(n) 1 2nR
PV (€)= g LM (C)
1 . 1 *
= 2nR Z )Li (C )+ onR Z A" (C )
itAj<4e itA;>4e

@ Now suppose more than half of the indices had error > 4¢ (i.e.,
suppose |{i: A; > de}| > 2"R /2 = 2"R=1) Under this assumption

1 1 1.
R Y, Ai(C) = SR Y de= SR [{i: A; > 4e}| de > 2.
i:/\;24£ I'ZA,'Z4£
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All rates R < C are achievable

Proof that all rates R < C are achievable.

@ Can't be since these alone would be more than our 2e upper bound.

@ Hence, at most half the codewords can have error > 4¢ , and we get
[({i:A; > de}| >2"R/2 = |{i: A; < 4e}| > 2"R/2

o Create a new codebook that eliminates all bad codewords (i.e., those
in with index {i : A; > 4e}). There are at most half of them.

@ The remaining codewords are of size
> 2nR /2 = 2nR=1 — pn(R=1/n)(at |east half of them). They all have
max probability < 4e .

@ We now code with rate R# = R—1/n — R as n — oo, but for this
new sequence of codes, the max error probability (n) 4 , which can be
made as small as we wish.

Ol

4
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Discussion |

@ To summarize, random coding is the method of proof to show that if
R < C, there exists a sequence of (2"R, n) codes with A(") — 0 as
n — o0,

@ This might not be the best code, but it is sufficient. It is an existence
proof.

@ Huge literature on coding theory. We'll discuss Hamming codes.

e But many good codes exist today: Turbo codes, Gallager (or
low-density-parity-check) codes, and new ones are being proposed
often.

@ But we have yet to prove the converse ...

o We next need to show that any sequence of (2"R, n) codes with
(27R, n) must have that R < C.

@ First lets consider the case if P(g") =0, in such case it is easy to show
that R < C.
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Zero-Error Codes |

o PI" =0=— H(W|Y"™) =0 (no uncertainty)

@ For the sake of an easy proof, assume H(W) = nR = log M (i.e.,
uniform distribution over {1,2,..., M}.

(n)

@ First lets consider the case if Pe
that R < C. Then we get

=0, in such case it is easy to show

nR = H(W) = H(W|Y™) + I(W; Y") = I(W; Y
< I(X™ Y™ // Since W — X" — Y" Markov chain and DP in

1(X;; Y7i) / /Fano’'s lemma, follows next

A\
R

nC / /definition of capacity

@ Hence
R <C.
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Fano's Lemmas |

For a DMC with a codebook C and the input message W uniformly
distributed over 2"R

H(W|W) <1+ P{”nR (26)

W uniformly distributed —- Pé") =P(W # W) We apply Fano's
inequality

14 Pelog |X| > H(X|Y);
for W and an alphabet of length 2"R. Ol

Next lemma shows that the capacity per transmission is not increased if
we use a DMC many times.
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Fano's Lemmas I

Let Y" be the result of passing X" through a memoryless channel of
capacity C. Then

1(X";Y") <nC, Vp(x"). (27)
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Fano's Lemmas IlI

I(X" Y™ =H(Y") = H(Y"|X")

n
=H(Y" —ZH YY1, ..., Yii1, X"
=1

n
=H(Y") - Z (Yi|X;)  //def. of DMC
=1
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Fano's Lemmas

Proof - continuation.

(X" Y

=H<v">—éH<vi|x,->
sémm—émmm

n
=) I(Xi; Vi) < nC.
i=1

~—
<C

D;
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Converse to the Channel Coding Theorem

The converse states: any sequence of (2"F; n) codes with A(" — 0 must

have that R < C.

@ Average prob. goes to zero if max probablllty does:
AN 0= P(g ") — 0, where P( 2,,R 22"R

e Set H(W) = nR for now (i.e., W uniform on {1,2,...,

Again, makes the proof a bit easier and

@ doesn't affect relationship between R and C).

o So, P(W#W>_Pe”) S AP

Proof that A(W s 0asn—c0o= R < C.

M = 27R1).
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Converse to the Channel Coding Theorem |

Proof that A(W 3 0asn-—s 0= R < C.

nR = H(W) = H (W]/W) +1 (W;W) / /uniformity of W
<14 PR 41 (W;W) / /by Fano's Lemma 23
<1+P"nR+1(X"Y")  //DP inequality
<1+ Pé")nR—i—nC //Lemma 24

Rspé”)R+C+% (28)

Now as n — oo, Pé") —0,and 1/n— 0 as well. Thus R < C.
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Proof that A(W — 0asn— 0= R < C.

o We rewrite (28) as

C 1
PN >1- =
- R nR

if n — oo and R > C, then error lower bound is strictly positive, and
depends on 1 — C/R.
(n0)

Even for small n, Pén) > 0, since otherwise, if Pa~’ = 0 for some
code, we can concatenate code to get large n same rate code,
contradicting Pe > 0.

Hence we cannot achieve an arbitrarily low probability of error at
rates above capacity

This coverse is called weak converse
strong converse: if R > C, P(g") —1
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Equality in the Converse to the Channel Coding Theorem |

What if we insist on R = C and P. = 0. In such case, what are the
requirements of any such code.

nR = H(W) = H(X"(W))
= H(W|W) +I(W;W) = I(W;W)
N’
=0, since P.=0
= H(Y") = H(Y"|X")

n

= H(Y") - ;(Y"|X;)
= ZH(y,-) —ZH(Y,-|X,-) //if all Y; indep.
= Zl_:/ (Xi; Yi) |

=nC //p*(x) € arg m(a3<l(X,-; Y;)
p(x
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Equality in the Converse to the Channel Coding Theorem I

So there are 3 conditions for equality, R = C, namely

@ all codewords must be distinct
@ Y's are independent

© distribution on x is p*(x), a capacity achieving distribution.

Radu T. Trimbitas (UBB) Channel Capacity November 2012 97 / 132



Feedback Capacity

Consider a sequence of channel uses.

Without Feed ba ck With Feedback

X, Y:
Xie——eY
_ JYQ YZ_’
Xo &—0 Y,
- -’YG }’:-;
X:-g *—o Y:;
X, Y,

X, e—eY,
Yill {all else} | X;
Another way of looking at it is:

W o N WYis1) ————— Yi e W
—* Encoder -\4’( CQ[&TT?' _bk Decoder )—b
. _/ o S
T emror free feedback

Can this help, i.e., can this increase C?
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Does feedback help for DMC

A: No.

Intuition: w/o memory, feedback tells us nothing more than what we
already know, namely p(y/|x).

@ Can feedback made decoding easier? Yes, consider binary erasure
channel, when we get Y = e we just re-transmit.

Can feedback help for channels with memory? In general, yes.
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Feedback for DMC

Definition 25

A (27R, n) feedback code is is the encoder X;(W; Y1.;_1), a decoder
g: V"= {1,2,...,2""} and P{”) = P (g (Y") # W), for H(W) = nR
(uniform).

Definition 26 (Capacity with feedback)

The capacity with feedback Crpg of a DMC is the supremum of all rates
achievable by feedback codes.

v

Theorem 27 (Feedback capacity)

Crs=C= m(a>)<l(X; Y). (29)
p(x

v
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Feedback codes for DMC

o Clearly,Ceg > C, since FB code is a generalization.
@ Next, we use W instead of X and bound R.

@ We have

H(W) = HW|W) + I(W; W)
<1+P"nR+1(W; W)  //by Fano
<1+P"nR+1(W;Y")  //DP ineq.

@ We next bound /(W; Y™)
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Feedback codes for DMC

... proof continued.

H(W;Y™) = H(Y") — H(Y"|W) = i H (Yi| Y1:i-1, W)

i=1

=H(Y") =Y H(Yi|Yeict, W. Xi) [/ Xi=f(W, Yi.i1)

i=1

= HOY™) = Yo H (Y1X) < D IH(Y) = H (Y1)
=Y I(X;; V) < nC

i
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Feedback codes for DMC

... proof continued.

Thus we have
nR = H(W) <1+ PR+ nC

1 n
:>R§;+P§)R+C:>R§C<CFB.

Thus, feedback does not help. [
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Joint Source/Channel Theorem

o Data compression: We now know that it is possible to achieve error
free compression if our average rate of compression, R, measured in
units of bits per source symbol, is such that R > H where H is the
entropy of the generating source distribution.

o Data Transmission: We now know that it is possible to achieve error
free communication and transmission of information if R < C, where
R is the average rate of information sent (units of bits per channel
use), and C is the capacity of the channel.

@ Q: Does this mean that if H < C, we can reliably send a source of
entropy H over a channel of capacity C?

@ This seems intuitively reasonable.

Radu T. Trimbitas (UBB) Channel Capacity November 2012 104 / 132



Joint Source/Channel Theorem: process

The process would go something as follows:

© Compress a source down to its entropy, using Huffman, LZ, arithmetic
coding, etc.

Transmit it over a channel.

If all sources could share the same channel, would be very useful.

l.e., perhaps the same channel coding scheme could be used
regardless of the source, if the source is first compressed down to the
entropy. The channel encoder/decoder need not know anything about
the original source (or how to encode it).

@ Joint source/channel decoding as in the following figure:

©00

noise

@ Maybe obvious now, but at the time (1940s) it was a revolutionary
ideal!
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Source/Channel Separation Theorem

@ Source: V €V that satisfies AEP (e.g., stationary ergodic).

e Send V4., = V4, Vi, ..., V, over channel, entropy rate H(V) of
stochastic process (if i.i.d., H(V) = H(V;), Vi).

n XV yn Un
V_’_ Encoder o C;ar;)r:)el Decoder _Vb-

@ Error probability and setup:

Pén) =P (Vlzn 7é Vl:n)
- ZZP Vl"’ yl “|Xn(vl n))/{g (y1:n) 7& Vl:n}

Y1:n Viin

where [ indicator function, g decoding function
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Source/Channel Coding Theorem

Theorem 28 (Source-channel coding theorem)

If V1., satisfies AEP and if H(V) < C, then 3 a sequence of (2"R; n)

codes with P\ — 0. Conversely, if H(V) > C, then P") > 0 for all n
and cannot send the process with arbitrarily low probability of error.

Proof.

o If V satisfies AEP, then 3 a set AE") with
has all the probability).

@ We only encode the typical set, and signal an error otherwise. This €
contributes to Pe.

@ We index elements of Ag") as {1, 2,..., 2"(H+€)}, so need n(H +¢)
bits.

@ This gives a rate of R = H(V) +¢. If R < C then the error < ¢,
which we can make as small as we wish.

Ag”)’ < on(H(V)+e) (A‘g”)
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Source/Channel Coding Theorem

... proof continued.

@ Then

Pegn) — P(Vlzn 7A /Vl:n)
< P(Vin & A") +P (g (Y7) £ VolV7 € A7)

<g, since R<C
< ée+e=2¢

@ and the first part of the theorem is proved.

@ To show the converse, show that Pé") — 0 = H(V) < C for source

channel codes.
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Source/Channel Coding Theorem

... proof continued.

@ Define:

X"(VT) YT — X" / /encoder
g (Y") : X" - V" / / decoder

o Now recall, original Fano says H(X|Y) < 1+ Pelog |X|.

@ Here we have

H(V V") <14 P log V| = 1+ nPelog | X|
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Source/Channel Coding Theorem

... proof continued.

o We get the following derivation

vy < HOA Vo Vo) _ H (Vi)

n n

& 1 N
H(Vlzn‘ Vl:n) ol ;I(Vl:n; Vl:n)

IN

n ]- 17
(1 + P og \V”\) + Z1(Viin; Viin) / /by Fano

IN

" 1 ;
1+ P )|0g|V"|> + 21 (Xuni Yin) IV 2 XY

Pgn) log |[V| + C / /memoryless

VAN
= I T i S I

+

@ Letting n — o0, 1/n and P. — 0 which leaves us with H(V) < C.
L]

v
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Coding and codes

@ Shannon’s theorem says that there exists a sequence of codes such
that if R < C the error goes to zero.

@ |t doesn't provide such a code, nor does it offer much insight on how
to find one.

@ Typical set coding is not practical. Why? Exponentially large sized
blocks.

@ In all cases, we add enough redundancy to a message so that the
original message can be decoded unambiguously
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Physical Solution to Improve Coding

@ It is possible to communicate more reliably by changing physical
properties to decrease the noise (e.g., decrease p in a BSC).

@ Use more reliable and expensive circuitry

@ improve environment (e.g., control thermal conditions, remove dust
particles or even air molecules)

@ In compression, use more physical area/volume for each bit.

@ In communication, use higher power transmitter, use more energy
thereby making noise less of a problem.

@ These are not |IT solutions which is what we want.
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Repetition Repetition Repetition Code Code Code

@ Rather than send message x1x ... xx we repeat each symbol K times

redundantly.
@ Recall our example of repeating each word in a noisy analog radio
connection.
@ Message becomes x1x1...X1X0X2 ... X2 ...
N’ N’
Kx Kx
e For many channels (e.g., BSC(p < 1/2)), error goes to zero as
k— 1.
e Easy decoding: when K is odd, take a majority vote (which is optimal
for a BSC)

@ On the other hand, Ral/K — 0 as K — o0
@ This is really a pre-1948 way of thinking code.

@ Thus, this is not a good code.
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Repetition Code Example

o (From D. Mackay [2]) Consider sending message s = 0010110

@ One scenario
S 0 0 0 1 1 0

1
AN AN AN AN AN AN A
t 000 000 111 000 111 111 000

n 000 001 000 OO0 101 OO0 OO0
r 000 001 111 000 010 111 OO0
@ Another scenario

s 0 0 1 0 1 1 0

AN AN AN N AN AN S
t 000 000 111 000 111 111 000
n 000 001 000 000 101 000 o000
r 000 001 111 000 010 111 000
g

S o N M = N~
0 0 1 0 0 1 0

corrected errors *

undetected errors *

@ Thus, can only correct one bit error not two.
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Simple Parity Check Code

Binary input/output alphabets X = ) = {0, 1}.

Block sizes of n — 1 bits: xq.,_1.

nth bit is an indicator of an odd number of 1 bits in.

l.e., x, < mod ( ,";11 X;, 2)

Thus a necessary condition for valid code word is:

mod ( ;’:_11 Xj, 2) =0.

Any any instance of an odd number of errors (bit swaps) won't pass
this condition (although an even number of errors will pass the
condition).

Quite perfect: can not correct errors, and moreover only detects some
of the kinds of errors (odd number of swaps).

On the other hand, parity checks form the basis for many
sophisticated coding schemes (e.g., low-density parity check (LDPC)
codes, Hamming codes etc.).

We study Hamming codes next.
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(7; 4; 3) Hamming Codes |

Best illustrated by an example.

Let ¥ =) ={0,1}.

Fix the desired rate at R = 4/7 bit per channel use.

Thus, in order to send 4 data bits, we need to use the channel 7 times.
Let the four data bits be denoted xg, x1, X2, x3 € {0, 1}.

When we send these 4 bits, we are also going to send 3 additional
parity or redundancy bits, named x4, X5, Xg.

@ Note: all arithmetic in the following will be mod 2, i.e. 14+1 =0,
1+0=1,1=0—1= —1, etc.

@ Parity bits determined by the following equations:

X4 = X1+ x0+ X3 mod 2
X5 = Xg + X2 + x3 mod 2
Xe = Xo+ X1+ X3 mod 2
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(7; 4; 3) Hamming Codes Il

o le., if (xo, x1, X2, x3) = (0110) then (x4, x5, x6) = (011) and
complete 7-bit codeword sent over channel would be (0110011).

@ We can also describe this using linear equalities as follows (all mod 2).

X1 +X2 +x3 +x4 =
Xo +x2 +x3 +Xs5 =
Xg +x1 +X3 +x5 =0

@ Or alternatively, as Hx = 0 where xT =

0111100
H=]11011010
1101001

@ Notice that H is a column permutation of all non-zero length-3
column vectors.
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(7; 4; 3) Hamming Codes Il

o H is called parity-check matrix

@ Thus the code words are defined by the null-space of H, i.e.,
{x: Hx = 0}.

@ Since the rank of H is 3, the null-space dimension is 4, and we expect
there to be 16 = 2* binary vectors in this null space.

@ These 16 vectors are:

0000000 0100101 1000011 1000011
0001111 0101010 1001100 1001100
0010110 0110011 1010101 1010101
0011001 0111100 1011010 1011010
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Hamming Codes : weight

@ Thus, any codeword is in C = {x : Hx = 0}.
@ Thus, if vi,v» € C then vi +v» € C and v; — v» € C due to linearity
(codewords closed under addition and subtraction).

@ weight of a code is 3, which is minimum number of ones in any
non-zero codeword.

@ Why? Since columns of H are all different, sum of any two columns is
non-zero, so can't have any weight-2v (summing two columns is
never zero).

@ Minimum weight is 3 since sum of two columns will equal another
column, and sum of two equal column vectors is zero.
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Hamming Codes : Distance

@ Thus, any codeword is in C = {x : Hx = 0}.

@ minimum distance of a code is also 3, which is minimum number of
differences between any two codewords.

e Why? Given vi, v, € C = (v; — v2) € C. Can't have difference (or
sum, and 1+1 = 1-1) of any two columns equaling zero, so v; — v»
can’t differ in only two places.

@ Another way of saying this: if vi, v» € C then dy(vq, v2) > 3 where
dy(-,-) is the Hamming distance.
@ In general, codes with large minimum distance is good because then

it is possible to correct errors, i.e., if ¥ is received codeword, then we
can find i € argmin;dy (7, v;) as the decoding procedure.
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Hamming Codes : BSC |

@ Now a BSC(p) (crossover probability p) will chance some of the bits
(noise), meaning a 0 might change to a 1 and vice verse.

@ Soif x = (xp, x1,...,Xp) is transmitted, what is received is
y=x+z=(xo+z0;x1+21,...,% + 2), where
z=(z9,21,...,2) is the noise vector.

@ Receiver knows y but wants to know x. We then compute
s=Hy =H(x+z) = _Hx +Hz=Hz
=0

@ s is called the syndrome of y. s = 0 means that all parity checks are
satisfied by y and is a necessary condition for a correct codeword.
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Hamming Codes : BSC Il

@ Moreover, we see that s is a linear combination of columns of H

0 1 1 0
s=2 1 +z11 0 | +2 1 +---4+2z| O
1 1 0 1

@ Since y = x + z, we know y, so if we know z we know x.
@ We only need to solve for z in s = Hz, 16 possible solutions.

e Ex: Suppose that y7 = 0111001 is received, then s” = (101) and
the 16 solutions are:

0100000 0010011 0101111 1001001
1100011 0001010 1000110 1111010
0000101 0111001 1110101 0011100
0110110 1010000 1101100 1011111

@ 16 is better than 128 (possible z vectors) but still many.
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Hamming Codes : BSC Il

@ What is the probability of each solution? Since we are assuming a
BSC(p) with p < 1/2, the most probable solution has the
leastweight. Any solution with weight k has probability py.

@ Notice that there is only one possible solution with weight 1, and this
is most probable solution.

@ In previous example, most probable solution is z” = (01000000) and
in y = x -+ z with y7 = 0111001 this leads to codeword x = 0011001
and information bits 0011.

@ In fact, for any s, there is a unique minimum weight solution for z in
s = Hz (in fact, this weight is no more than 1)!

e If s = (000) then the unique solution is z = (0000000).

@ For any other s, then s must be equal to one of the columns of H, so
we can generate s by flipping the corresponding bit of z on (giving
weight 1 solution).
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Hamming Decoding Procedure

Here is the final decoding procedure on receiving y:

@ Compute the syndrome s = Hy.
@ If s =(000) set z < (0000000) and goto 4.

© Otherwise, locate unique column of H equal to s form z all zeros but
with a 1 in that position.

Q Set x ¢+ y+z.
@ output (xg, x1, x2, x3) as the decoded string.

This procedure can correct any single bit error, but fails when there is
more than one error.
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Hamming Decoding: Venn Diagrams

@ We can visualize the decoding procedure using Venn diagrams

/1 \
r @\
0 |
SNV
(b) _ _
@ Here, first four bits to be sent (xg, x1, X2, x3) are set as desired and

parity bits (xa, X5, X) are also set. Figure shows
(x0; x1,---,%) =(1,0,0,0,1,0,1) with parity check bits:

X4 = X0+ x1 + X0 mod 2
X5 = X1+ x20 + X3 mod 2
Xe = X0 + X0 + x3 mod 2
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Hamming Decoding: Venn Diagrams

@ The syndrome can be seen as a condition where the parity conditions
are not satisfied.

@ Above we argued that for s # (0,0, 0) there is always a one bit flip
that will satisfy all parity conditions.
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Hamming Decoding: Venn Diagrams

@ Example: Here, z; can be flipped to achieve parity.
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Hamming Decoding: Venn Diagrams

@ Example: Here, z4 can be flipped to achieve parity.
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Hamming Decoding: Venn Diagrams

@ Example: And here, z» can be flipped to achieve parity.

Radu T. Trimbitas (UBB) Channel Capacity November 2012



Hamming Decoding: Venn Diagrams

e Example: And here, there are two errors, ys and y» (marked with a *).

(d) --._____\(_____/

e Flipping y1 will achieve parity, but this will lead to three errors (i.e.,
we will switch to a wrong codeword, and since codewords have
minimum Hamming distance of 3, we'll get 3 bit errors).
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Many other coding algorithms.

Reed Solomon Codes (used by CD players).

Bose, Ray-Chaudhuri, Hocquenghem (BCH) codes.
Convolutional codes

Turbo codes (two convolutional codes with permutation network)
Low Density Parity Check (LDPC) codes.

All developed on our journey to find good codes with low rate that
achieve Shannon’s promise.
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