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1 Entropy and its Properties

1.1 Entropy
Entropy of a discrete RV

e a measure of uncertainty of a random variable

e X a discrete random variable

X ~ (;:) , X alphabet of X, p(x) = P(X = x), mass function of X
i/ iel



Figure 1: Graph of H(p)

Definition 1. The entropy of the discrete random variable X

H(X) = =} p(x)logp(x) (1)
xekX
H(X) =E, (log p(1x)> equivalent expression )

e measured in bits!
e base 2! Hy(X) entropy in base b; for b = ¢, measured in nats!

e convention 0log0 = 0, since lim\ g xlogx =0

Entropy - Properties
Lemma2. H(X) >0
Lemma 3. Hy(X) = log, aH,(X)

0 1
X:
< 1=p p )
H(X) = —plogp — (1 —p)log(1 —p) =: H(p) 3)
H(X) = 1bit when p = }. Graph in Figure

Example 4. Let the RV

Entropy - Properties 11



Entropy - Properties III
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X: (
The entropy of X is
1 1 1 1 1 1 1 1 7.
H(X) = filogz 5 1log2 i glog2 g~ glog2 3= iblts

Problem: Determine the value of X with the minimum number of binary
questions.

Sol: Is X = a? Is X = b? Is X = c? The resulting expected number
is 7 = 1.75 bits. See Lectures on Data Compression: the minimum expected
number of binary question required to determine X lies between H(X) and
H(X)+1.

1.2 Joint Entropy and Conditional Entropy

Joint Entropy and Conditional Entropy

e (X,Y) a pair of discrete RVs over the alphabets X, Y

(e )
Pi/ier 9/ jej

o joint distribution of X and Y

p(x,y) =P(X=xY=y), xeX,ye)y

o (marginal) distribution of X

px(x) =p(x) =P(X=x) = ) p(x,y)
yey

o (marginal) distribution of Y

py(y) =ply) =P(Y =y) = Z}j{p(w)

Definition 5. The joint entropy H(X,Y) of a pair of DRV (X,Y) ~ p(x,y)

H(X,Y)=— Y ) plxy)logp(x,y) (4)
xeX ye)y

also expressed as H(X,Y) = —E (log p(X,Y))



Definition 6. (X,Y) ~ p(x,y), the conditional entropy H(Y|X)
HY|X)= ) p(x)H(Y|X =x)

xeX
where
H(Y|X =x):=~ ) p(y|x)log p(y|x)
yey
PY=yX=x) pxy)
x):=P(Y=y|X=x)= =
plylx) = P(Y = y|X = x) PIX =) ()
conditional probability
e By computation
H(Y|X) =~ ) p(x) }_ p(ylx)log p(y|x)
xeX yey
=-)_ ). plxy)logp(ylx)
xeEX yeY

= —E(logp (Y[X))

(8)

e naturalness of last two definitions <— the entropy of a pair of RVs is
the entropy of one plus the conditional entropy of the other — see next

theorem
Theorem 7 (Chain Rule).

H(X,Y) = H(X) + H(Y|X).

Proof.
H(X,Y)=- )Y p(x,y)logp(x,y)

xeX ye)

==Y ) plxy)logp(x)p(y|x)
xeX yey

==Y ) pley)logp(x)— Y. Y plx,y)p(
xeX yey xeX yey

==Y px)logp(x)— Y Y p(xy)p(ylx)
xeX xeX yey

= H(X) + H(Y|X).
Equivalently (shorter proof): we can write

log p(X,Y) = log p(X) +log p(Y|X)

and apply E to both sides.

©)



Joint Entropy and Conditional Entropy - b

Corollary 8.
H(X,Y|Z) = H(X|Z)+ H(Y|Z,X).

“X|[1 2 3 4
T I I I I
8 16 3 32
Example 9. Let (X,Y) have the joint distribution 2 117; 1% % 31—2
3 | 6 16 6
4 |1 0 0 0
e marginal distributions X: ( 3 1 L L)y (1 1 1 1)
e H(X) = 7bits, H(Y) = 2bits
e conditional entropy
4
H(X|Y) =} p(Y =i) H(X]Y =1
i=1
1 1111 1 1111
= "H(= 22 )+ H( 2,2,
1 <2’4’8’8)+4 (2’4’8’8>
1 1111 1
“H(-, o, 2,2 )+ 2H(
+3 <4,4,4,4> +1H(1,0,0,0)
1 7 7 11_ .
—i' (4+4+2+0) —gblts

e H(Y|X) = Bbitsand H(X,Y) = bits.
e Remark. If H(X) # H(Y) then H(Y|X) # H(X|Y). However H(X) —
H(X|Y) = H(Y) — H(Y|X).

1.3 Relative Entropy and Mutual Information

Relative Entropy and Mutual Information
Definition 10. The relative entropy or Kullback-Leibler distance between p(x) and
" p(x) (x)
x p(x
Il'9) x)lo E (10 ) .
D(pllg) xgp g(x) p 108
e Conventions: 0log § =0, Olog% =0,plogh = o0

e Itis not a true distance, since it is not symmetric and does not satisfy the
triangle inequality — sometimes called Kullback-Leibler divergence.



Definition 11. (X,Y) ~ p(x,y), p(x), p(y) mass functions; the mutual informa-
tion I1(X;Y) is the relative entropy between p(x,y) and p(x)p(y) :

1Y) = D (p(xy) || P(x)p()) (10)
- x plxy)
_x;\’yezyp( /}/)108 P(X)P(y) (11)
_ p(X,Y)
£y (183055507 ) 1

Remark. D(p || q) # D(q || p), as the next example shown.

Interpretation. I(X;Y) measures the average reduction in uncertainty of X
that results from knowing Y.

Example 12. X = {0,1}, p(0) =1—r,p(1) =1,q(0) =1—5s,9(1) =s.

1—r
1_

1-s
D(gllp) = (1-s)log—

D(pllq)=(1-r)log

Ifr=s,thenD(p | q) =D(q| p), butforr=1s=

D(p |l q) = 5 log

+
Bl = N

log = = 0.207 52 bit

PNESENIES

D(q |l p) = ;log

+

log = = 0.188 72 bit

TSI ST
[ N e

Example - relative entropy
D(p |l q) = (1 —r)log 1=f +rlog }

1.4 Relationship between Entropy and Mutual Information
Relationship between Entropy and Mutual Information

Theorem 13 (Mutual information and entropy).

I(X;Y) = H(X) — H(Y|X) (13)
1(X;Y) = H(Y) — H(X|Y) (14)
I(X;Y) = H(X) + H(Y) — H(X,Y) (15)
I(X;Y) = I(Y, X) (16)
I(X,X) = H(X) (17)



Figure 2: Relative entropy (Kullback-Leibler distance) of two Bernoulli RVs

Proof.
o op POOY) g PLXIY)
1(X;Y) —x;(y;yp(x,y)l 8 0 p(y) x;{yezyp(x,y)l 850
=—Y Y pxylogp(x)+ Y Y p(xy)logp(xly)
xeX yey xeXyey
\_\/—/
p(x)
= H(X) - (— Y ) r(xy) logp(xly)>
xeX yey
= H(X) — H(X|Y)

(14) by symmetry
(15) results from and H(X,Y) = H(Y) — H(X|Y); (15)=>(16)
Finally, [(X; X) = H(X) — H(X|X) = H(X).

Relationship between entropy and mutual information
Example 14. For the joint distribution of Example[J]the mutual information is
I(X;Y) =H(X)—H(X|Y) = H(Y) — H(Y|X) = 0.375 bit

The relationship between H(X), H(Y), H(X,Y), H(X|Y), H(Y|X),and I(X; Y)
is depicted in Figure El Notice that I(X;Y) corresponds to the intersection of
the information in X with the information in Y.

Relationship between entropy and mutual information



H(X,Y)

H(X)

H(Y)

H(X]Y) 1(X3Y) H(Y|X)

Figure 3: Graphical representation of the relation between entropy and mutual
information

Relationship between entropy and mutual information - graphical

1.5 Chain Rules for Entropy, Relative Entropy and Mutual in-
formation

Chain rules for entropy, relative entropy and mutual information

Theorem 15 (Chain rule for entropy). X1, Xo,..., Xu ~ p(x1,x2,...,Xn)

H(X1,X3,...,Xy) =) H(Xi|Xi—1,...,X1)

M-

I
—

Proof. Apply repeatedly the two variable expansion rule for entropy
H(X1,Xp) = H(Xy) + H(X2|Xy),

H(X1,X2,X3) = H(Xl) + H(Xz,X3|X1)
H(Xy) + H(X2|Xy) + H(X3| X2, X1)

H(Xl,Xz,...,Xn) = H(Xl) +H(X2’X1) + - +H(Xn‘Xn,1,...,X1)
n
' H(X,‘|X1',1,. o, X1).

i=1



Figure 4: Venn diagram for the relationship between entropy and mutual in-

formation

Definition 16. The conditional mutual information of random variables X and Y

given Z is defined by

1(X;Y|Z) = H(X|Z) — H(X|Y, Z)
P(X,Y|Z)

= P 8 BXIZ)P(YIZ)

Theorem 17 (Chain rule for information).

(X1, Xa,..., Xw; Y) = Y I(XY[Xio1, Xip, ..., X1) .
i=1
Proof.

I(Xl,X2 ..... Xn; Y)

=H(X1,X2,...,Xn) —H(X1,Xa,..., X4]Y)
n n

=Y H(Xi|Xi—1,...,X1) = Y H(Xi|Xi—1,..., X1, Y)
i=1 i=1
n

=) I(X;Y|X1, X, ..., Xi-1)

(18)
(19)

(20)

(21)

(22)

O

Definition 18. For joint probability mass functions p(x,y) and g(x, y), the con-



ditional relative entropy is

o PUWIX)
D (p(oy) Iatoy)) = Lplx Z (vl log o (23)

_ p(1X)
~ Fre 8 (%)

(24)

The notation is not explicit since it omits the mention of the distribution
p(x) of the conditioning RV. However it is normally understood from the con-
text.

Theorem 19 (Chain rule for relative entropy).

D (p(x,y) [ 4(x,y)) = D(p(x) [ 4(x)) + D (p(ylx) [l 9(ylx)) ~ (25)
Proof.
D(p(x y)lla(x,y))
=L Lpy) Ing( vy)

q(x,y)

p(x)p(y[x)
a ;;wx,y) 8 4 (¥)q(y/x)
_ p(x) p(y|x)
‘??P("’y”"gw) FLL P08

2 Inequalities in Information Theory

2.1 Jensen inequality and its consequences

Jensen inequality
Convexity underlies many of the basic properties of information-theoretic
quantities such as entropy and mutual information.

Definitions 20. 1. A function f(x) is convexU over an interval (4, b) if for
every x1,x2 € (a,b)and 0 < A <1
£ (Ax (1= A)x2) < Af() + (1— A)f(xa). (26)

2. fis strictly convex if equality holds only for A = 0and A = 1.

3. fis concaven if —f is convex.

10



e A function is convex if it always lies below any chord. A function is
concave if it always lies above any chord.

e Examples of convex functions: x?, |x|, e*, xlog x for x > 0.
e Example of concave functions: log x and /x for x > 0.

e If /" nonnegative (positive) then f is convex (strictly convex)
Theorem 21 (Jensen’s inequality). If f is a convex function and X is a RV
E(f(X)) = f(E(X)). 27)

If f is strictly convex, equality in implies X = E(X) with probability 1 (i.e. X is
a constant).

Proof. for discrete RV induction on number of mass points.
For a two-mass-point distribution, we apply the definition

f (p1x1 + pax2) < p1f(x1) + paf(x2)

Suppose true for k — 1; we set p} = p;/ (1 — py)

k k-1
f <; Pz‘xi> =f <kak +(1—p) ), Pf%’)

i=1
k-1 ,
< pef(xe) + (1= p)f | 1 pixi
i=1
k-1 , k
< prf(x) + (1= p) Yo pif (i) = ) pif (xi)-
i=1 i=1
Extension to continuous distributions using continuity arguments. O
Interpretation of convexity

Consequences of Jensen Inequality
e We will use Jensen to prove properties of entropy and relative entropy.
Theorem 22 (Information inequality, Gibbs’ inequality). p(x), g9(x), x € X pmf
D(plq) >0 (28)

with equality iff p(x) = q(x),Vx € X.

11



Aflm) + (1= X flo) ————

f(}\i!!l + (l = }\)ﬁt‘g)

Proof. Let A := {x:p(x) >0}

Dpllg)=Y px)log 2% = ¥ px) (_bgq(x))

x€A q9(x) (A p(x)
> —log | ) p(x) 9(x) (-log is strictly convex)
x€eA p(X)
= —log 2 g(x) = —log1 =0
x€A

Equality hold iff 43 = ¢, ¥x € X. But, 1 = Yocaq(x) = Leex q(x)

ool

cYex P(x) =c,s0p(x) =q(x),Vx € X.
Since I(X,Y) = D(p(x,y) || p(x)q(x)) > 0, with equality iff p(x,y) =
p(x)q(x) (i.e. X and Y are independent) we obtain
Corollary 23.
I(X,Y) >0, (29)
with equality iff X and Y are independent.
Corollary 24.
I(X;Y|Z) >0, (30)

with equality iff X and Y are conditionally independent given Z.

Any random variable over X has an entropy no greater than log | X'|.

12



Theorem 25. H(X) < log |X|, with equality iff X ~ U(X).
Proof. p(x) pmfof X, u(x) = % pmf of uniform distribution over X'.

X
X
0<D(pllu)= Z x)log x§:10g|X|—H(X).
eX

O

The next theorem states that conditioning reduces entropy (or information
cannot hurt).

Theorem 26.
H(X|Y) < H(X)

with equality iff X and Y are independent.
Proof. 0 < I(X,Y) = H(X) — H(X|Y). O

Corollary 27 (Independence bound on entropy).
H(Xy,Xa,...,X) < Z H(X;)

Proof. Chain rule for entropy (Theorem

M-

I
—

H(X1,Xa,...,X) = Y H(X{|Xi_1,...,X1) < H(X;) (< from Th.[26)

2.2 Logsum inequality and its applications
Log sum inequality and its applications

Theorem 28 (Log sum inequality). ay,...,a, and by, ..., b, nonnegative numbers

n n

Y _ajlog %y Za)log i=1 i (31)
: 1 b < 1 Z
with equality iff 3 = const.

Conventions: 0log0 = 0, alog § = c0if 2 > 0 and OIOg% = 0 (by continu-
ity)

13



Proof. Assume w.l.o.g. a; > 0, b; > 0. Since f(t) = tlogt is convex for t > 0,
by Jensen ineq.

Y oaif(ti) > f (Y aiti), & >0,) =1

b; a;
Setting &; = —— and t; = -, we obtain
EN =Ty T,
aj; aj; aj; aj;
log — > lo ,
Ly los g = X s Y 5%
the desired inequality. O

Homework. Prove Theorem 22| using log sum inequality.
Using log sum inequality it is easy to prove convexity and concavity results
for relative entropy, entropy and mutual information. See [1} Section 2.7].

2.3 Data-processing inequality
Data-processing inequality

Definition 29. Random variables X, Y, Z are said to form a Markov chain in that
order (denoted by X — Y — Z) if the conditional distribution of Z depends
only on Y and is conditionally independent of X. Specifically, X, Y, and Z
form a Markov chain X — Y — Z if the joint probability mass function can be
written as

p(x,y,z) = p(x)p(ylx)p(zly). (32)

Consequences:

e X = Y — Ziff X and Z are conditionally independent given Y (i.e.
p(x,zly) = p(x|y)p(z|y). Markovity implies conditional independence
because

p(x,y,z) _ pxy)p(zly)

p(x,zly) = o) ) = p(xly)p(zly). (33)

o X Y > 7Z— 7 —Y — X, sometimes writtenas X +— Y +— Z.
(reversibility)

e IfZ=f(Y),thenX - Y — Z

We will prove that no processing of Y, deterministic or random, can increase the
information that Y contains about X.

Theorem 30 (Data-processing inequality). If X — Y — Z, then I(X;Y) >
1(X;2).

14



Proof. By chain rule (20), we expand mutual information in two different ways:
I(X,Y,2)=1(X;2)+ I(X;Y|Z) (34)
=I1(X;Y)+ I(X;Z]Y). (35)

X, Z conditionally independent = I(X; Z|Y) = 0; since I(X;Y|Z) > 0 we
have
I(X;Y) > 1(X;Z).

We have equality iff I(X;Y|Z) = 0, thatis X — Z — Y forms a Markov chain.
Similarly, one can prove that I(Y; Z) > I(X; Z). O

Corollary 31. In particular, if Z = g(Y), we have I(X;Y) > I(X; g(Y)).
Proof. X — Y — g(Y) forms a Markov chain. O
Functions of the data Y cannot increase the information about X.
Corollary 32. If X = Y — Z, then I(X;Y|Z) < I(X;Y).
Proof. In (34), (35) we have I(X; Z|Y) (by Markovity) and I(X; Z) > 0. Thus
1(X;Y|Z) < I(X;Y). (36)
0

If X, Y, Z do not form a Markov chain itis possible that I(X; Y|Z) > I(X;Y).
For example, if X and Y are independent fair binary RVs and Z = X + Y, then
I(X;Y) = 0, [(X;Y|Z) = H(X|Z) — H(X|Y,Z) = H(X|Z). But, H(X|Z) =
P(Z=1)H(X|Z =1) = L bit.

2.4 Sufficient statistics

Sufficient statistics

We apply data-processing inequality in statistics

{fo(x)} family of pmfs, X ~ fy(x), T(X) statistics

6 — X — T(X); data-processing inequality (Theorem 30) implies
1(6; T(X)) < I(6; X) (37)

with equality when no information is lost.

A statistic T(X) is called sufficient for 0 if it contains all the information
in X about 0.

Definition 33. A function T(X) is said to be a sufficient statistic relative to the
family {fy(x)} if X is independent of 6 given T(X) for any distribution on 6
(ie. 8 = X — T(X) forms a Markov chain).

15



The definition is equivalent to the condition of equality in data-processing
inequality
1(6; T(X)) = 1(6; X) (38)

for all distributions on 6. Hence sufficient statistics preserve mutual informa-
tion and conversely.
Examples(sufficient statistics)

1. X1, X2, ..., Xn, X; € {0,1}, a sequence of i.i.d. Bernoullian variables
with parameter 6 = P(X; = 1). Given 1, the number of 1’s is a sufficient
statistics for 0

T(X1,..., Xn) = )_X;.

2. If X ~ N(6,1), that is

and X, X, ..., Xy, is a sample of i.i.d. N(6,1) RVs, then X,, = % X
is a sufficient statistic.

3. fo(x) pdf for U(6,6 + 1) - a sufficient statistic for 6 is

T(Xy,...,Xy) = (min{X;}, max{X;}).

Definition 34. A statistic T(X) is a minimal sufficient statistic relative to { fp(x)}
if it is a function of every other sufficient statistic U,

- T(X)—UX)—X.
Hence, a minimal sufficient statistic maximally compresses the information

about 0 in the sample.

2.5 Fano’s inequality
Fano’s inequality
e Suppose we wish to estimate X ~ p(x)

e We observe Y related to X by the conditional distribution p(y|x). From Y
we calculate g(Y) = X; X is an estimate of X over the alphabet X

e X — Y — X forms a Markov chain

Define the probability of error
P,=P {)? " X} .

16



Theorem 35. For any estimator X such that X — Y — )A(, with P, = P {}A( + X}

H(P.) + P.log|X| > H (Xp?) > H(X|Y). (39)

This inequality can be weakened to

14 P.log |X| > H(X|Y) (40)
u H(X|Y) -1
ik sl Lt S

Pe = log | X| (41)

Proof. For the first part we define the RV

{1 if X # X,
10 X=X

We expand H(E, X|X) in two ways using the chain rule

H(E, X|X) = H(X|X) + H(E|X, X) (42)
N———
=0
= H(E|X)+ H(E|X,X). (43)
N’ N’
<H(P.) <P log|X|
O

Proof - continuation. e Since E is a function of X and X, H(E|X, X) = 0.
e H(E|X) < H(E) = H(P,) (conditioning reduce entropy)

e Since for E = 0, X = X and for E = 1 entropy is less than the number of
possible outcomes

H(E|X,X) = P(E=0)H(X|X,E=0)+P(E=1)H(X|X,E=1)
< (1-P,) -0+ P.log|X| (44)

a
Proof - continuation. Combining these results, we obtain
H(P,) + P.log|X| > H(X|X)

X — Y — X Markov chain = I(X; X) < I(X;Y) = H(X|X) > H(X|Y).
Finally,
H(P.) + P.log|X| > H (X|X) > H(X|Y).

17



If we set X = Y in Fano’s inequality, we obtain
Corollary 36. For any two RVs X and Y, let p = P (X # Y). Then
H(p) + plog|X] = H(X]Y). (45)
If the estimator g (Y') takes values in X', we can replace log | X | by log (| X'| — 1).
Corollary 37. Let P, = P(X # }A(), andlet X : Y — X; then
H(P,)+ P.log (|X| —1) > H(X]|Y).

Proof. Like the proof of Theorem[35] excepting that in ([@#4), the range of possible
X outcomes has the cardinal |X'| — 1. O

Remark. Suppose there is no knowledge of Y. Thus, X must be guessed
without any information. Let X € {1,2,...,m}and p1 > p2 > --- > py. Then
the best guess of X is X = 1 and the resulting probability error is P, = 1 — p;.
Fano’s inequality becomes

H(P,) + P.log(m —1) > H(X).
The pmf

A P,
(pl;pZ//pm)—(l PE/m_l/" )

Tm—1

achieves this bound with equality: Fano’s inequality is sharp!
Next results relates probability of error and entropy. Let X and X' be i.i.d.
RVs with entropy H(X).

P(X =X') =) p*(x).
X
Lemma 38. If X and X' are i.i.d. RVs with entropy H(X),
P(X =X') > 27 Hk), (46)

with equality iff X has uniform distribution.
Proof. Suppose X ~ p(x); Jensen implies

2E(logp(X)) < E (210gP(X))

2~H() — pEp(0)10p(x) < ¥ p(x)2108P() = Y~ p2(x).

O

Corollary 39. Let X"p(x), X' ~ r(x), independent RVs over X. Then
P(X = X') > 2~ H(p)=D(plr) (47)
P(X = X') > 2~ H(N=DUlp), (48)

18



Proof.
»—H(p)=D(pllr) — oL P(x)logp(x)+Lp(x)log %

— oL p(x)logr(x)
From Jensen and convexity of f(y) = 2V it follows

2~ H(p)-D(plr) < Zp(x)zlogr(x)
=Y pl)r(x) =P(X=X').
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